
State of California, Military Department 
State Active Duty (SAD) 
Vacancy Announcement 

1 Position Available  

Position Details 
Announcement Number: SAD VA 2020-093 
Opening Date: 13 October 2020 
Closing Date: 28 October 2020 
Position Title: All-Source Collection Manager (SAD O-2) 
Duty Location: JTF-Cyber, Mather, CA 
Selecting Official: Director, JTF-Cyber 
Projected Employment Date: 1 December 2020 
 
Vacancy Announcement Details 
The Military Department is accepting applications for the State Active Duty position indicated above.  This 
vacancy announcement expires 28 October 2020 unless sooner rescinded.  An appointment to this position 
provides full benefit status for the appointee and their beneficiaries.  The incumbent will be appointed on 
annually renewable State Active Duty orders through year six, at which time the incumbent may be eligible for 
career status IAW CMD Reg 600-1 w/ Change #1.  Continuation and subsequent extensions of service will be 
determined by the individual’s performance of duty and continuation of funding.  The service member selected 
for this position will be paid at their federal or California State Guard pay grade, not to exceed O-2. 
This announcement has minimum requirements.  Failure to meet these requirements will cause your application 
to be rejected from consideration.  While it is important for you to read the entire announcement closely, please 
pay particular attention to the instructions at the end of this announcement for documents required to submit a 
complete application.  Applications missing signatures and required documents will not be considered. 
The service member selected for this position may be eligible for health, dental, vision and life insurance 
benefits.  Other benefits may also be available to those who qualify such as Service Member Assistance 
Programs, Group Legal Services, Long-Term Disability Insurance, Long-Term Care Insurance, Retirement Annuity, 
Supplemental Investment and the Military Service Buy Back Program. 
Reimbursement for moving and relocation expenses will not be paid. 
 

Eligibility Requirements 
• Active members of the California Military Department (Air, Army, CSG) in the grades O-1 through O-3 may 

apply.  Applicants must have a military affiliation per Para 3-2 of CMD Reg. 600-1.  Applicants who are not 
current members of the California Military Department may apply, however, applicants must meet military 
affiliation requirements at the time of appointment.  CSG members who have no prior federal military 
experience must be a member of the CSG in good standing for a minimum of two years for eligibility for SAD 
vacancies.  CSG members must submit a copy of their CSG orders with their application.  Non-members of 
the California Military Department (Air, Army, CSG) must submit a Letter of Intent to meet qualifying military 
affiliation at the time of appointment along with their application. 



• Completion of military (NCO Academy) and civilian education (High School diploma or equivalent) 
requirements commensurate with the grade of the applicant are required.  Attach documentation of your 
highest level of civilian education. 

• Applicant must meet, and maintain, federally recognized medical fitness standards.  Attach a current copy, 
within the past twelve months, of your military component’s verification of these requirements.  (See 
instructions at the end of this announcement for required component-specific documents.) 

• Appropriate military uniform with federally recognized, or CSG recognized, rank will be worn in accordance 
with military regulation. 

• Must be able to pass both State and Federal background checks (Live Scan) upon hire date.  Continuation of 
employment is contingent upon maintaining favorable State and Federal background checks. 

• Must possess a valid state driver’s license.  Attach a current copy, within the past six months, of your 
Department of Motor Vehicle’s printout. 

• Must possess, at minimum, a SECRET clearance, however, a TOP SECRET clearance with Sensitive 
Compartmented Information eligibility is preferred. 
 

The following knowledge, skill and abilities will be considered when making the selection but are not all 
required. 

• Knowledge of computer networking concepts and protocols, and network security methodologies. 
• Knowledge of risk management processes (e.g., methods for assessing and mitigating risk). 
• Knowledge of laws, regulations, policies, and ethics as they relate to cybersecurity and privacy. 
• Knowledge of cybersecurity and privacy principles. 
• Knowledge of cyber threats and vulnerabilities. 
• Knowledge of specific operational impacts of cybersecurity lapses. 
• Knowledge of human-computer interaction principles. 
• Knowledge of network traffic analysis methods. 
• Knowledge of physical computer components and architectures, including the functions of various 

components and peripherals (e.g., CPUs, Network Interface Cards, data storage). 
• Knowledge of cyber-attack stages (e.g., reconnaissance, scanning, enumeration, gaining access, 

escalation of privileges, maintaining access, network exploitation, covering tracks). 
• Knowledge of possible circumstances that would result in changing collection management authorities. 
• Knowledge of asset availability, capabilities and limitations. 
• Knowledge of available databases and tools necessary to assess appropriate collection tasking. 
• Knowledge of collaborative tools and environments. 
• Knowledge of collection capabilities and limitations. 
• Knowledge of collection capabilities, accesses, performance specifications, and constraints utilized to 

satisfy collection plan. 
• Knowledge of collection management tools. 
• Knowledge of collection planning process and collection plan. 
• Knowledge of collection strategies. 
• Knowledge of common computer/network infections (virus, Trojan, etc.) and methods of infection 

(ports, attachments, etc.). 
• Knowledge of computer networking fundamentals (i.e., basic computer components of a network, types 

of networks, etc.). 
• Knowledge of criteria for evaluating collection products. 



• Knowledge of current collection requirements. 
• Knowledge of current computer-based intrusion sets. 
• Knowledge of cyber lexicon/terminology 
• Knowledge of data communications terminology (e.g., networking protocols, Ethernet, IP, encryption, 

optical devices, removable media). 
• Knowledge of database administration and maintenance. 
• Knowledge of different organization objectives at all levels, including subordinate, lateral and higher. 
• Knowledge of encryption algorithms and cyber capabilities/tools (e.g., SSL, PGP). 
• Knowledge of evolving/emerging communications technologies. 
• Knowledge of fundamental cyber concepts, principles, limitations, and effects. 
• Knowledge of host-based security products and how those products affect exploitation and reduce 

vulnerability. 
• Knowledge of how Internet applications work (SMTP email, web-based email, chat clients, VOIP). 
• Knowledge of how modern digital and telephony networks impact cyber operations. 
• Knowledge of how modern wireless communications systems impact cyber operations. 
• Knowledge of how to establish priorities for resources. 
• Knowledge of how to extract, analyze, and use metadata. 
• Knowledge of indications and warning. 
• Knowledge of information needs. 
• Knowledge of internal and external partner organization capabilities and limitations (those with tasking, 

collection, processing, exploitation and dissemination responsibilities). 
• Knowledge of Internet network addressing (IP addresses, classless inter-domain routing, TCP/UDP port 

numbering). 
• Knowledge of key cyber threat actors and their equities. 
• Knowledge of key factors of the operational environment and threat. 
• Knowledge of leadership's Intent and objectives. 
• Knowledge of malware. 
• Knowledge of methods for ascertaining collection asset posture and availability. 
• Knowledge of non-traditional collection methodologies. 
• Knowledge of ongoing and future operations. 
• Knowledge of operational asset constraints. 
• Knowledge of operational planning processes. 
• Knowledge of organization formats of resource and asset readiness reporting, its operational relevance 

and intelligence collection impact. 
• Knowledge of organization objectives and associated demand on collection management. 
• Knowledge of organizational priorities, legal authorities and requirements submission processes. 
• Knowledge of physical and logical network devices and infrastructure to include hubs, switches, routers, 

firewalls, etc. 
• Knowledge of priority information, how it is derived, where it is published, how to access, etc. 
• Knowledge of production exploitation and dissemination needs and architectures. 
• Knowledge of research strategies and knowledge management. 
• Knowledge of risk management and mitigation strategies. 
• Knowledge of tasking mechanisms. 



• Knowledge of tasking processes for organic and subordinate collection assets. 
• Knowledge of tasking, collection, processing, exploitation and dissemination. 
• Knowledge of the available tools and applications associated with collection requirements and collection 

management. 
• Knowledge of the basic structure, architecture, and design of modern communication networks. 
• Knowledge of the basics of network security (e.g., encryption, firewalls, authentication, honey pots, 

perimeter protection). 
• Knowledge of the capabilities and limitations of new and emerging collection capabilities, accesses 

and/or processes. 
• Knowledge of the capabilities, limitations and tasking methodologies of internal and external collections 

as they apply to planned cyber activities. 
• Knowledge of the common networking and routing protocols (e.g. TCP/IP), services (e.g., web, mail, 

DNS), and how they interact to provide network communications. 
• Knowledge of the existent tasking, collection, processing, exploitation and dissemination architecture. 
• Knowledge of the factors of threat that could impact collection operations. 
• Knowledge of the organization, roles and responsibilities of higher, lower and adjacent sub-elements. 
• Knowledge of the organization’s established format for collection plan. 
• Knowledge of the organization’s planning, operations and targeting cycles. 
• Knowledge of the organizational plans/directives/guidance that describe objectives. 
• Knowledge of the organizational policies/procedures for temporary transfer of collection authority. 
• Knowledge of the POC’s, databases, tools and applications necessary to establish environment 

preparation and surveillance products. 
• Knowledge of the priority information requirements from subordinate, lateral and higher levels of the 

organization. 
• Knowledge of the request for information process. 
• Knowledge of the systems/architecture/communications used for coordination. 
• Knowledge of tipping, cueing, mixing, and redundancy. 
• Knowledge of virtualization products (VMware, Virtual PC). 
• Knowledge of what constitutes a “threat” to a network. 
• Knowledge of who the organization’s operational planners are, how and where they can be contacted, 

and what are their expectations.  
• Skill in information prioritization as it relates to operations. 
• Skill to access information on current assets available, usage. 
• Skill to access the databases where plans/directives/guidance are maintained. 
• Skill to apply the capabilities, limitations and tasking methodologies of available platforms, sensors, 

architectures and apparatus as they apply to organization objectives. 
• Skill to articulate a needs statement/requirement and integrate new and emerging collection 

capabilities, accesses and/or processes into collection operations. 
• Skill to associate Intelligence gaps to priority information requirements and observables. 
• Skill to compare indicators/observables with requirements. 
• Skill to determine feasibility of collection. 
• Skill to develop a collection plan that clearly shows the discipline that can be used to collect the 

information needed. 



• Skill to ensure that the collection strategy leverages all available resources. 
• Skill to evaluate factors of the operational environment to objectives, and information requirements. 
• Skill to evaluate the capabilities, limitations and tasking methodologies of organic, theater, national, 

coalition and other collection capabilities. 
• Skill to extract information from available tools and applications associated with collection requirements 

and collection operations management. 
• Skill to identify and apply tasking, collection, processing, exploitation and dissemination to associated 

collection disciplines. 
• Skill to identify Intelligence gaps. 
• Skill to identify when priority information requirements are satisfied. 
• Skill to interpret readiness reporting, its operational relevance and intelligence collection impact. 
• Skill to optimize collection system performance through repeated adjustment, testing, and re-

adjustment. 
• Skill to prepare and deliver reports, presentations and briefings, to include using visual aids or 

presentation technology. 
• Skill to review performance specifications and historical information about collection assets. 
• Skill to translate the capabilities, limitations and tasking methodologies of organic, theater, national, 

coalition and other collection capabilities. 
• Skill to use collaborative tools and environments for collection operations. 
• Skill to analyze and assess internal and external partner organization capabilities and limitations (those 

with tasking, collection, processing, exploitation and dissemination responsibilities). 
• Ability to apply collaborative skills and strategies. 
• Ability to apply critical reading/thinking skills. 
• Ability to coordinate and collaborate with analysts regarding surveillance requirements and essential 

information development. 
• Ability to coordinate, collaborate and disseminate information to subordinate, lateral and higher-level 

organizations. 
• Ability to correctly employ each organization or element into the collection plan and matrix. 

Primary Duties and Responsibilities 
Supervised by the California Office of Emergency Services, Cyber Security Integration Center intelligence Branch 
Chief, or designee. The Intelligence Branch Chief, or designee, will provide day-to-day supervision, assignment of 
work schedule and validation of hours worked by the employee. 
The following tasks may be assigned, depending on the needs of the department: 

• Adjust collection operations or collection plan to address identified issues/challenges and to synchronize 
collections with overall operational requirements. 

• Analyze feedback to determine extent to which collection products and services are meeting 
requirements. 

• Analyze plans, directives, guidance and policy for factors that would influence collection management's 
operational structure and requirement s (e.g., duration, scope, communication requirements, and 
interagency/international agreements). 

• Assess and apply operational environment factors and risks to collection management process. 
• Assess performance of collection assets against prescribed specifications. 
• Compare allocated and available assets to collection demand as expressed through requirements. 



• Compile lessons learned from collection management activity's execution of organization collection 
objectives. 

• Consider efficiency and effectiveness of collection assets and resources if/when applied against priority 
information requirements. 

• Construct collection plans and matrixes using established guidance and procedures. 
• Coordinate resource allocation of collection assets against prioritized collection requirements with 

collection discipline leads. 
• Coordinate inclusion of collection plan in appropriate documentation. 
• Re-task or re-direct collection assets and resources. 
• Determine course of action for addressing changes to objectives, guidance, and operational 

environment. 
• Determine existing collection management webpage databases, libraries and storehouses. 
• Determine how identified factors affect the tasking, collection, processing, exploitation and 

dissemination architecture's form and function. 
• Determine organizations and/or echelons with collection authority over all accessible collection assets. 
• Develop a method for comparing collection reports to outstanding requirements to identify information 

gaps. 
• Develop coordinating instructions by collection discipline for each phase of an operation. 
• Allocate collection assets based on leadership's guidance, priorities, and/or operational emphasis. 
• Disseminate tasking messages and collection plans. 
• Establish alternative processing, exploitation and dissemination pathways to address identified issues or 

problems. 
• Establish processing, exploitation and dissemination management activity using approved guidance 

and/or procedures. 
• Execute collection using appropriate strategies and within the priorities established through the 

collection management process. 
• Facilitate continuously updated intelligence, surveillance, and visualization input to common operational 

picture managers. 
• Formulate collection strategies based on knowledge of available intelligence discipline capabilities and 

gathering methods that align multi-discipline collection capabilities and accesses with targets and their 
observables. 

• Identify collection authorities and environment; incorporate priority information requirements into 
collection management; develop concepts to meet leadership's intent. Determine capabilities of 
available collection assets, identify new collection capabilities; and construct and disseminate collection 
plans. Monitor execution of tasked collection to ensure effective execution of the collection plan. 

• Identify collaboration forums that can serve as mechanisms for coordinating processes, functions, and 
outputs with specified organizations and functional groups. 

• Identify coordination requirements and procedures with designated collection authorities. 
• Identify issues or problems that can disrupt and/or degrade processing, exploitation and dissemination 

architecture effectiveness. 
• Identify potential collection disciplines for application against priority information requirements. 
• Identify and mitigate risks to collection management ability to support the plan, operations and target 

cycle. 
• Issue requests for information. 



• Link priority collection requirements to optimal assets and resources. 
• Monitor completion of reallocated collection efforts. 
• Monitor operational status and effectiveness of the processing, exploitation and dissemination 

architecture. 
• Monitor the operational environment for potential factors and risks to the collection operation 

management process. 
• Optimize mix of collection assets and resources to increase effectiveness and efficiency against essential 

information associated with priority intelligence requirements. 
• Prioritize collection requirements for collection platforms based on platform capabilities. 
• Provide specialized denial and deception operations and collection of cybersecurity information that 

may be used to develop intelligence. 
• Provide advice/assistance to operations and intelligence decision makers with reassignment of 

collection assets and resources in response to dynamic operational situations. 
• Request discipline-specific processing, exploitation, and disseminate information collected using 

discipline's collection assets and resources in accordance with approved guidance and/or procedures. 
• Review capabilities of allocated collection assets. 
• Review intelligence collection guidance for accuracy/applicability. 
• Review list of prioritized collection requirements and essential information. 
• Review and update overarching collection plan, as required. 
• Revise collection matrix based on availability of optimal assets and resources. 
• Specify changes to collection plan and/or operational environment that necessitate re-tasking or re-

directing of collection assets and resources. 
• Specify discipline-specific collections and/or tasking’s that must be executed in the near term. 
• Synchronize the integrated employment of all available organic and partner intelligence collection assets 

using available collaboration capabilities and techniques. 
• Performs other duties as assigned. 

Instructions for Submitting Applications 
To request a State Active Duty Appointment Application or CSG AHA forms, please contact State Personnel 
Programs by email at ng.ca.caarng.mbx.sad-application@mail.mil for assistance. 

Interested applicants must submit a completed and signed State Active Duty Appointment Application and all 
required supporting documentation (listed below), to the Director of State Personnel Programs.  Applications 
missing signatures and required documents will not be considered. 

• All Applicants: Documentation of your highest level of civilian education listed on your application.  (Legible 
copy of either diploma, degree, or transcripts). 

• Readiness: Include any documentation for current flagging actions. SM must include memo signed by 
commander indicating circumstances and disposition mitigation. 

• CA Army National Guard (CAARNG) Applicants:  APFT (DA Form 705) and MEDPROS IMR, current within the 
past twelve months. (Due to the CA NG inability to conduct APFT qualification during the current COVID -
19 Restrictions, the 12 month APFT (DA Form 705) requirement has been extended to: Current within the 
past 18 months). 

• CA Air National Guard (CA ANG) Applicants:  ARCNet Individual Readiness Detail, current within the past 
twelve months. (Due to the CA NG inability to conduct APFT qualification during the current COVID -19 

mailto:ng.ca.caarng.mbx.sad-application@mail.mil


Restrictions, the 12 month ARCNET requirement has been extended to: Current within the past 18 
months). 

• CA State Guard (CSG) Applicants:  Complete and submit the CA 3024-1 Member AHA Form.  Once 
appointed, each CSG service member will be required to complete and submit, in its entirety, additional SAD 
Medical Readiness Standards requirements, not to exceed beyond one year after hire date. 

• All Applicants: DMV Printout current within the past six months.  California residents may obtain, at cost, a 
copy of their DMV printout.  Unit DMV reports are not accepted. 

• CSG Applicants: CSG Orders – CSG Applicants only 
• Deployed Service Members: Title 10 OCONUS Orders - Currently deployed service members only 

Complete applications and all supporting documents may either be mailed to Joint Force Headquarters, Director 
of State Personnel Programs, Attn:  NGCA-JSD-SP (Box #27), 9800 Goethe Road, Sacramento, CA  95827, Or 
e-mailed as One PDF file to ng.ca.caarng.mbx.sad-application@mail.mil.  Applications mailed, or e-mailed, must 
be received by the State Personnel office no later than the close of business on Wednesday, 28 October 2020. 

https://www.dmv.ca.gov/wasapp/dr/vieworprintreport.do?method=Continue
mailto:ng.ca.caarng.mbx.sad-application@mail.mil
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