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EXECUTIVE SUMMARY 

This Tactics, Techniques, and Procedures (TTP) document describes the 
processes for activation of the PIV Authentication Certificate on a Common Access 
Card, which they will then use to authenticate to DoD Enterprise Email (EE). 

DOCUMENT REVISIONS LIST 

VERSION DATE DESCRIPTION OF CHANGES ORGANIZATION 

1.0 23 Jan 13 Initial (Army) Version 
HQDA CIO/G6 (LTC 

Barclay) 

1.1 23 Jan 15 

Updates based on RSS changes, 

updated screenshots, adding trusted 

sites to Java security 

PO EE, PEO EIS, 

(Peter Barclay) 

1.2 24 Feb 15 Additional of clarification on why PIV 
Auth certs are required 

DISA, DMDC, PEO EIS 

2.0 15 May 15 

Beta site functionality move to main 

RSS site. URL and screenshots 

updated 

DMDC, Army PEO EIS 

– PO EE 

2.1 11 Apr 18 
Additional URL in Java Control 

Panel, new screenshots. 
NETCOM 

2.2 11 Nov 18 
Update Java screenshots to ver 8 

and certificate selection 
GCE 

2.3 2 Feb 19 Update version numbers GCE 
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IDCO – PIV Auth Certificate Updates 

1 Why is the PIV Authentication certificate required? 

The Under Secretary of Defense for Personnel and Readiness and the DoD Chief 

Information Officer (CIO) will mandate that all DoD Components transition NIPRNet 

PKI-enabled IT resources use the PIV Auth certificate for authentication. While new 

CACs issued since February 2018 have the PIV Auth certificate activated, older CACs 

might not have that PIV Auth certificate activated. The RAPIDS self-service portal 

(RSS) provides for this capability. ID Card Office Online (IDCO) is also an acronym for 

the RAPIDS self-service portal. 

Note – RSS and IDCO acronyms are used interchangeably. 

2 The PIV Authentication Certificate Activation Process 

Being able to use a PIV Auth cert is a two-step process. Activate the PIV Auth certificate 

using RAPIDS Self Service (RSS), and then make the certificate available to Windows. 

The RAPIDS Self Service portal has many features and capabilities but has two 

different options for activating the PIV Auth certificate. This document is about using 

that new capability. 

3 System Requirements 

To take advantage of the time-saving benefits that RSS-IDCO provides to Sponsors and 

family members, your computer must meet the following minimum system requirements: 

 Installed Browser and Programs: Your computer must have the following 
installed to run RSS-IDCO. See Verifying Versions of IE, JRE, and ActivClient 
to determine which versions are installed on your computer: 

‒ Internet Explorer (IE) 7 or higher (IE 11 is current), 

‒ Java Runtime Environment (JRE) (1.7.151- b33 or 1.8.144 or higher, 
version 8 update 201 is current) 

‒ ActivClient (we recommend version 7.1.0.190 + FIXS1711008 or higher), 
please note that older versions than 7.1x have reached end-of-life and are 
no longer supported by HID 

 Bit Versions: IE, JRE, and ActivClient must be the same bit version (all 32-bit or 
all 64-bit) so that you can perform CAC updates successfully on your computer. 
See Verifying Bit Versions of IE, JRE, and ActivClient to determine the bit 
version. 

 Trusted Site: RSS-IDCO must be listed as a Trusted Site so that you can perform 
CAC transactions online. See Adding RSS-IDCO as a Trusted Site for instructions. 

1 

https://pki.dmdc.osd.mil/self_service/help/RAPIDS_Self_Service_Help.htm
https://pki.dmdc.osd.mil/self_service/help/RAPIDS_Self_Service_Help.htm


    

  

 

   

    

 

   

   

              

     

 
     

   
 

All Control Panel Items 

1' E;I > Control Panel > All Control Panel Items 

Adjust your computer's settings 

. Administrative Tools 

II Credential Manager 

Ease of Access Center 

Free Fall Data Protection 

·· Phone and Modem 

Region 

Storage Spaces 

User Accounts 

i!dAutoPlay 

t!} Date and Time 

EJ File Explorer Options 

Indexing Options 

Keyboard 

Backup and Restore (Windows 7) 

[i Default Programs 

File History 

Infrared 

Mail (Microsoft Outlook 2016) (32- bit) 

Power Options ~ Printers 

RemoteApp and Desktop Connections ,.. Security and Maintenance 

Sync Center = System 

fl Windows Defender Firewall Windows Mobility Center 

Bitlocker Drive Encryption 

~ Device Manager 

!,I Flash Player (32-bit) 

Intel® Graphics Settings 

Mouse 

0l Programs and Features 

Sound 

~ Taskbar and Navigation 

S,. Windows To Go 

IDCO – PIV Auth Certificate Updates 

4 Ensure that your computer will trust the websites 

The new PIV Auth activation capability makes use of some enhanced Java features and 

we have found that most DoD computers don’t trust the DMDC websites providing the 
Java application. Although you can set either IE or Java to trust the websites, it is 

simplest to have Java trust those sites. 

1) Open the “Control Panel” on your computer and then double-click the Java icon to 

open the Java Control Panel. 

Figure 1 – Java icon in the Control Panel 

2) On the Java Control Panel, select the “Security” tab. 

2 



    

  

 

 
   

 

           

  

    

  

  

 

Jav a Control Panel 

I General\ Update JavJ"_s_e_cu_r_ity-"'Jdvanced 

About 

View version information about Java Control Panel. 

About ... 

Network Settings 

Network settings are used when making Internet connections. By default, Java wdl use the network 
settings in your web browser. Only advanced users should modify these settings, 

Network Settings ... 

Temporary Internet Files 

Files you use in Java applications are stored in a special folder for quick execution later. Only 
advanced users should delete files or modify these settings. 

X 

Settings ... View ... 7 
Java in the browser is enabled . 

See the Security tab 

OK Cancel 

IDCO – PIV Auth Certificate Updates 

Figure 2 – The Java Control Panel 

3) On the Security tab, make sure the following three sites are in the “Exception Site 
List” area: 

 https://www.dmdc.osd.mil 

 https://pki.dmdc.osd.mil 

 https://idco.dmdc.osd.mil 
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https://www.dmdc.osd.mil/
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Jav a Control Panel 

General Update Java Security Advanced 

0 ~able Java content for browser and Web Start applications 

Security level for applications not on the Exception Site list 

0 lj_ery High 

Only Java apptications identified by a certificate from a trusted authority are allowed to run, 
and only if the certificate can be verified as not revoked. 

@ tiigh 

Java apptications identified by a certificate from a trusted authority are allowed to run, even if 
the revocation status of the certificate cannot be verified . 

Exception Site List 

X 

Applications launched from the sites listed below wiU be allowed to run after the appropriate security 
prompts. 

B_estore Security Prompts Manage Certificates ... 

OK Cancel 

IDCO – PIV Auth Certificate Updates 

Figure 3 – Security tab in the Java Control Panel 

4) If those three sites are not listed, they will need to be added. Click the “<Edit Site 

List…>” button. 

5) Add the three URLs (site addresses) to the Location list, clicking the <Add> button 

to add each new line in the table. 

4 



    

  

 

 
   

 

              

   

   

  
   

  

             

 

                

            

      

   

 

  

  
 

 

Excepti on Site Li st 

Applications launched from the sites listed belo11t,1 will be allowed to run after the appropriate security 
prompts . 

... 

-

Location 

rittps: /(icko . dmck. oscl , mil 

ri ttps: //p'tcl . dmclc. osd , mil 

rittps: l/11t,111t,1w , clmclc. osd , mil 

FI LE and HTTP protocols are considered a security risk. 
We recommend using HTTPS sites where available. 

- -
I I Add II Remmie 

~-O_K ~I I Cancel 

X 

IDCO – PIV Auth Certificate Updates 

Figure 4 – Adding sites to the Exception Site List 

6) Click <OK> once all three site addresses are listed and then click <OK> to close 

the Java Control Panel. 

5 Installing the DoD Trust Chain 

If you are running IDCO from your home computer, you will need to install the DoD 
certificate trust chain as it is not installed by default by Microsoft. You will need it to 
update your CAC (it should already be installed on your DoD workstation). 

1) To install this DoD certificate trust chain, go to this location: https://iase.disa.mil/pki-

pke/Pages/tools.aspx 

2) If you scroll down that page look for a section called ‘Trust Store’. Within Trust 
Store is a subsection titled ‘InstallRoot 5.2: NIPR Windows Installer’. 

3) Select the appropriate link on your operating system – either 32-bit Installer, 64-

bit Installer, or Non Administrator. A file will be downloaded to your local 

workstation. 

4) Launch that .msi to install the DoD trust chain. 

6 Verifying ActivClient for the Department of Defense 
configuration 

STOP. This is for home use or contractor-owned owned workstations only.  If you 

5 

https://iase.disa.mil/pki-pke/Pages/tools.aspx
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6:l All Control Panel Items 

1'- 6,:1 > Control Panel > All Control Panel Items > 

Adjust you r computer's settings 

lAdministr~tive.Toolsi 

Ql Color Management 

~ Device Manager 

..,a File History 

8 lnd~ing Options 

l1il Java (32-bit) 

.. :l Network and Sharing (l'!nter 

(iJ Recovl'!ry 

Sound 

5!11 System 

ii Windows Dl'!fl'!ndl'!r Firewall 

0 Programs and Featurl'!s 

l!,jAutoPlay 

■ Crl'!dl'!ntial Manager 

~ Devicl'!s and Printl'!rs 

El Flash Playor (32-bit) 

lnfrarl'!d 

Keyboard 

~ Phone and Modem 

ct, Rl'!gion 

6 Speech Recognition 

~ Task.bar and Navigation 

Windows Mobility Center 

.., 1'- • > Control Panel > All Control Panel Items > Programs and Features 

Control Panel Home 
Uninstall or change a prog ram 

Backup and Restore (Windows n 
r:§ Date and Time 

Ease of Access Center 

.A Fonts 

· Intel ® Graphics Settings 

Bitlocker Drive Encryption 

[i' Dl'!fault Programs 

E;i File Explorer Options 

Free Fall Data Protection 

Mail (Microsoft Outlook 201 6) (32-bit) ---•M•o•"'••-----... 
Power Options 

Rl'!moteApp and Dl'!sktop Connl'!ctions 

~ Storage Spaces 

Troubleshooting 

,i:. Windows To Go 

St!curity and Maintenancl'! 

Sync Center 

User Accounts 

Work Folders 

View installt!d update:s To uninstall a program, se:lect it from the list and then click Uninstall, Change, or Repair. 

1$1 Turn Windows features on or 
off Organ;ze • Un;nstall s 

Name 

IEActivl D ActivC lie:nt x64 

Adobe Acrobat Reader DC 

@ Amazon Corre:tto 

:J!j)Ap ple Apphcafon Support (32- b;t) 
-tJ) Apple: Application Support (64-bit) 

;, Apple Mobil I'! Oe:vice: Support 

(!-)Ap ple Softwar• Updat• 
Bonjour 

Cisco AnyConnect Diagnortics and Reporting Tool 

Cisco AnyConne:ct Secure Mobility Client 

~ Citrix Re:ce:ive:r 4.10 

CutePDF Writer 3.2 

C Oe:11 Su pportAssirt 

Y Oro pbox 

mJ Epson Software: Updater 

Eve:rnotl'! v. 6.10.3 

0 G Suite Migration For Microsoft Outlook® 4.0.117.0 

Publisher 

HID Global (o r orat ion 

Adobe Systems Incorporated 

Amazon 

Apple Inc. 

Apple Inc. 

Apple Inc, 

Apple Inc. 

Apple Inc. 

Cisco Syrtems, Inc. 

Cisco Syrtems, In c. 

Citrix Syste:ms, Inc . 

Aero Software Inc. 

De:11 Inc. 

Dropbox, Inc. 

SEIKO EPSON CORPORATION 
Evernote: Corp. 

Google, Inc. 

lnrtalled On Size Version 

2/4/ 2019 83.4M 7.1.0 

1/8/2019 307MB 19.010.20069 
12/3/ 2018 290MB 1.8.0.192 

2/3/2019 131 MB 7.3 
2/3/ 2019 lSO MB 7.3 
11 / 3/ 2018 2HMB 12.1.0.25 

4/ 15/ 2018 4.03MB 2.6.0.1 
3/18/2018 2.01 MB 3.1.0.1 
3/ 14/ 2018 4.28 MB 4.5.03040 

12/14/2018 5.85MB 4.5.03040 
12/14/2018 53.4MB 14.10.1.22 

12/14/2018 3.2 
1/11 / 2019 149MB 3.1.0.142 

1/24/ 2019 65.4.177 

4/10/ 2018 11 .1 MB 4.4.6 

3/ 20/ 2018 303 MB 6.10.3.6921 

3/26/ 2018 21.7MB 4.0.117.0 

View by: Smal 

D X 

v Cl Search Pr ... P 

fl;; . 0 

m HID Global Corporation Product version: 7.1.0 Support link: http://www.hidglobal .... Siz~ 83.4 MB 

Help link: http://www.hidglo bal, .. ,Update information: http://www. hidglobal .... Com ments: ActivlD ActivC lient x64 7.1 ... 

IDCO – PIV Auth Certificate Updates 

are using a DoD government workstation, please skip this section! 

It is possible your ActivClient is installed in the Federal PIV configuration – if so, you must 
change this to the Department of Defense configuration. To make this change do the 
following: 

1) Launch Control Panel 

2) Within Control Panel, select Programs and Features 

Figure 5 – Control Panel – Programs and Features 

3) Select ActivID ActivClient and Change, then Next 
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Programs and Features 

+- ., 1'- • > Control Panel > All Control Panel Items > Programs and Features v C> Sear 

Control Panel Home 

Vif!W installed updates 

1$} Turn Windows features on or 
off 

Uninsta ll ,,...----~---------------------~ 
f!} ActivlD ActivClient x64 - lnstallShield Wizard X 

To uninstall a 
Program Maintenance 

Organize .., u Modify , repair, or remove the program. 1 Ii 11 ) 
Name 

liE ActivlD ActivC 

IIAdobe Acroba 

@ Amazon Corre 

MAppleApplicat 

:l\jlAppleApplicat 

- Apple Mobile 

~Apple Softwar 

Bonjour 

Cisco AnyCon 

Cisco AnyCon 

0 Repair 

0 Remove 

~ Citrix Receiver 

f;2 CutePDF Write 
0 Dell Suppor!As Inst,,iJShieJd --

Change which program featu-es are installed. This option displays the 
Custom Selection dialog n whch you can change the way feab.res are 
instaBed. 

Repair installation errors in the program. This option fixes missing or 
corrupt files, shortruts, and registry entries. 

Remove ActivID Activdient x64 from your computer . 

< Back Cancel ;; Dropbox 

m) Epson Softwareh,,p,,,..aTie..----------~.FTI<ml"il~IIJ~ =;:~;:~ ~ ,uru,:,m,.--J 

Evernote v. 6.10.3 

0 G Suite Migration For Microsoft Outlook® 4.0.117.0 

Evernote Corp. 

Google, Inc. 

3/ 20/ 2018 

3/ 26/2018 

ze Version 

83.4MB 7.1.0 

307MB 19.010.20069 

290MB 1.8.0.192 

131 MB 7.3 

150MB 7.3 

25.7MB 12.1.0.2S 

4.03 MB 2.6.0.1 

2.01 MB 3.1.0.1 

4.28MB 4.S.03040 

S.8S MB 4.S.03040 

Sl.4MB 14.10.1.22 

3.2 

149MB 3.1 .0.142 

6S.4.1n 

11.1 MB 4.4.6 

303 MB 6.10.3.6921 

21.7MB 4.0.117.0 

IE HID Global Corporation Product vers,on: 7.1.0 Support link: http://www.hidglobal.... Size: 83.4 MB 

Help link: http://www.hidglobal.. .. Update information: http://www.hidglobal.. .. Comments: ActivlD ActivCI 

IDCO – PIV Auth Certificate Updates 

Figure 6 – Change ActivID ActivClient 

4) Select Modify, then Next 

Figure 7 – Modify Program 

5) Under Common Services choose US Department of Defense configuration 
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sta ll • ActivlD ActivClient x64 - Install Shield Wizard 

To uninstall Custom Setup 

Select the program feab.Jres you want installed. 
Organize • 

Name Click on an icon in the list below to change how a feab.Jre is installed. 

liES ActivlD ActivC 

Adobe Acroba 

@ Amazon Corre 

'!WAppleApplica 

Apple Applica 

- Apple Mobile 

Apple Softwar 

Bonjour < 

, L ....... X • Firefox and ThundE " 
El------· - • I Common Services 

1--------· 9 • User Console 
' PIN Initialization Tool 

> 
Cisco AnyCon "---------------------' 

Cisco AnyCon 

@Citrix Receiver 

Feab.Jre Description 
AcbvClient 

This feab.Jre requires 0KB on 
your hard drive. It has O of 2 
subfeab.Jres selected. The 
subreab.Jres require 0KB on your 
hard drive. 

X 

CutePDF Writ InstafiShield ----------------------------

0 Dell SupportA t:!elp 
;; Dropbox 

mJ Epson Software Updater 

Evernote v. 6.10.3 

.,) G Suite Migration For Microsoft Outlook 4.0.117.0 

< !:!_ack l _l __ ~_e_xt_> __ 

SEIKO EPSON CORPORATION 

Evernote Corp. 

Google, Inc. 

Cancel 

4/ 10/ 2018 

3/20/ 2018 

3/ 26/ 2018 

ize Version 

83.4 MB 7.1.0 

307MB 19.010.2()( 

290MB 1.8.0.192 

131 MB 7.3 

150MB 7.3 

25.7MB 12.1 .0.25 

4.03 MB 2.6.0.1 

2.01 MB 3.1.0.1 

4.28 MB 4.5.03040 

5.85 MB 4.5.03040 

53.4 MB 14.10.1 .22 

3.2 

149MB 3.1 .0.142 

65.4.177 

11 .1 MB 4.4.6 

303 MB 6.10.3.692 

21.7 MB 4.0.117.0 
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Figure 8 – US Department of Defense configuration 

6) Select Install to complete change 

8 



    

  

 

 
   

  

               

      

           

 
    

 

         

Hom, Yi-

/ A ~ ,Al0□□~6 [j' Outline 

~ 9. b..◊ooc:>oo . b,. Ftll -, / Brush,s 
O ~ *,:XCJPO · 5°12' 

' Clipboard lmag, Tools Shapts Colors 

IJ ") (" Q ,i, 
c----------------i t/J ActivlDActivClientx64 lnstallShi,JdWizard X 
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To uninstall a Custom Setup 
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X • Auto~b!Service 
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> 
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If you want to review or change any of YOU' n5talalion settings, cidt Bad::. Oidt Cancel to 
exitlhev.b:ard. 

ecitrix Receiver 
fa CuttPDF Writ~ lnslalSneld 
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< Bad< I In,t,I I °"""' I 

0 Dell Supportk ~ 

~ Dropbox 
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Evernote v. 6.10.3 Evernote Corp. 3/ 20/ 2018 303 MB 6.10.3.692 

0 G Suite Migration For Microsoft Outloolcl!I 4.0.117.0 Google, Inc. 3/ 26/ 2018 21.7MB 4.0.117.0 

-
+ ,g 

■ Q Type here to search 

• 'n 

ID Card Office Online 

Notice: 

□ 

Edrt w rth Product 
Palnt30 alert 

Java 8 update 141 has proven to disrupt ID Ca:rd Office Onhne functionality to mdude addmg/changmg email address, adding PCC to UPN, activating PIV, downloadmg appLJcations, nommation of famt!y members, creation of Form DD 
11n 2, or reissuance of family member ID c.ard Java 8 Update 144 and later do work for these act1Vities Please upgrade to Java 8 Update 144 or later to restore these capabilities. 

Notice: 
Certain Activ01ent 7 configurations do not work for add/change email address, add PCC to UPN, activate PIV, download applications, nommation of family members, 
creation of Form DD an 2, or re:issuance of family member ID Card. C t ct th H I Desk 1f you have problems with ttiese activities. 

Sign In 

Renew/Replace Family ID cards 

Renew/Replace Family ID Cards 
Update Your Contact Information 
Update a Family Member's Contact Information 
Adda Family Member 

I 

CAC Maintenance 

Update Your Email Address 
Download Appl ications 
Activate the PIV Auttientication Certificate 
Add PCC to UPN 

Need Assistance? 

For issueswithyourIDcard or 
problems with sponsor or family 
memberdata,pleasecontacta 
local ID card office. 

Ifyouarehavfngproblemswlth 
this webSite please contact us. 

SemDQfiose-SenoeOUrCountry~ 

Vel"Olo•lOA 9 3 ~ 
----------------------------------------------------------
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Figure 9 – Install changes 
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1) 

Access RAPIDS Self Service portal 

Ensure that your CAC is inserted into its reader and sign on to the RAPIDS Self 

Service Portal by going to: https://www.dmdc.osd.mil/self_service/ 

2) When the RSS website opens click the <Sign In> button. 

Figure 10 – RAPIDS Self Service website 

3) Accept the DoD Notice and Self-Service Consent by clicking <OK> 
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https p~•-dmdc osd.mil s _s r11c _b t consent?contmu ToUr1=%2Fs JJ • ~ C X rapids_rss; Consent to Moni ... X 

File Edit View Favorites Tools Help 

a ID Card Office Online 

Self-Service Consent to Monitor 

You are accessing a U.S. Government (USG} Information System {IS} that is provided for USG beneficiary self-service-authorized use only. 

By using this IS (which includes any device attached to this IS), you consent to the following conditions: 

• The USG routinely intercepts and mon itors communications on this IS for purposes including, but not limited to, penetration testing , COM SEC monitoring , 
network operations and defense, personnel misconduct ( PM ), law enforcement (LE ), and coun terintelligence (CI ) investigations. 

• At any time , the USG may inspect and seize data stored on this IS . 

• While all personal identifying information (PU) data stored on this IS is protected under the Privacy Act of 1974, all communications using this IS , and the 
data captured to support this IS , are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG 
authorized purpose. 

• This IS includes security measures (e .g. , authentication and access controls ) to protect USG interests--not for you r personal benefit or privacy. 

• Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged 
communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such 
communications and work product are private and confidential. See User Agreement for details. 

Contact DMDC 11 Accessibi. ty/'.: 0~ 1 I ~ 11 No Feac Act Notice 

DSLOGON 
Department of Defense 

Self-Service 

DS Logon Usemame 

DS Logon Password 

FDl'gOt D5 Log011 Usemame? 

Forgot DS l..ogon Passwonf? -

CAC 
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IDCO – PIV Auth Certificate Updates 

Figure 11 – Consent to Monitor 

4) Click the <Login> button. 

Figure 12 – CAC Login to RSS 

5) When the dialogue box with your certificates pops us, select the “DoD ID” 
certificate and click the <OK> button. 
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Figure 13 – Selecting ID certificate 

6) Once the RAPIDS Self-Service webpage opens for you, select the “<Activate PIV 

certificate>”. 

Figure 14 – Select the correct CAC and click “Activate PIV Certificate” 
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7) Once you click “Activate PIV certificate” you will get a confirmation screen. Click the 

<Proceed> button. 

Figure 15 – Ready to activate the PIV Auth certificate 

The Java applet will read the CAC. 

Figure 16 – Reading data from the CAC – 0% 

8) The Java applet from the DMDC ID Card office software will appear and ask for 

confirmation to execute the applet. If you plan to use IDCO again you can select the 

‘Do not show again’ button from the dialog display. 
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Do you want to run this application? 

Name: ID Card Office Online Applet 
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IDCO – PIV Auth Certificate Updates 

Figure 17 – Accepting the Java applet 

Click "<Run>". to continue when you get the pop-up screen. 

Once the Java applet executes, the portal will verify that you want to expose the PIV 

certificate and update the CAC. 

Figure 18 – Update Confirmation 

9) DO NOT REMOVE THE CARD FROM THE READER. It can sometimes take a few 

minutes for the application to read all the details and then updated the CAC, 

exposing the certification. Be patient. 
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Figure 19 – Starting PIV Activation request to Post Issuance Portal 

The application will walk through the process, contacting the portals necessary to 
complete the process. 

Figure 20 – Request to the LCM User Portal 

There may be occasions when you will need to re-enter your PIN for your CAC. This is 
normal but be careful as the PIN entry popup will ‘lose focus’ during the PIN entry process 
and you might need to click within the PIN entry box multiple times before completing your 
PIN entry. 

Figure 21 – Enter CAC PIN 
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Home 
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The application will continue and will activate your PIV Authentication certificate. 

Figure 22 – Activating PIV Authentication Certificate 

10) The application will continue and will complete the activation of your PIV 

Authentication certificate. When finished, it will notify you that the update is 

complete. 

Figure 23 – Update Complete 

11) Once the CAC update is complete, click on the Home button 

NOTE: If the “Activate PIV Authentication Certificate” update process failed to run, or the update 
failed, the user will need to visit their local Defense Enrollment Eligibility Reporting 
System/RAPIDS (DEERS/RAPIDS) office to obtain a new CAC because the current CAC is too 
old and does not contain the PIV Auth certificate. 
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8 Confirmation 

1) Open ActivClient by double clicking the CAC icon in the system tray (bottom right 
corner of the screen). 

Figure 24 – Launching ActivClient 

2) Now, double click <My Certificates>. 

Figure 25 – Opening My Certificates 

3) Ensure that four certificates are displayed like below: 
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Figure 26 – Verifying all four certificates are visible 

NOTE: If the Authentication Certificate is not displayed in this step, activation failed. 
The user will need to visit their local DEERS/RAPIDS office to obtain a new Common 
Access Card because the CAC is too old and/or does not contain the PIV Auth 
certificate. 

9 What can be done to make the PIV Authentication 
requirement “go away”? 

You can’t. The important phrase to understand is “Once PIV Auth, always PIV Auth”. 
Once an individual is required to use the PIV Authentication certificate to authenticate to 

enterprise services provided by DISA, the user will always be required to use the PIV 

Authentication certificate, even after they only have one CAC. The enterprise system 

can identify when a duplicate entry exists, and so both records are changed from using 

the email certificate to using the PIV Authentication certificate (because the credentials 

provided by the email certificates of an individual are identical and the system cannot 

distinguish between them using the email certificates). 

10 Applet Log 

If you encounter issues during your CAC update you might be asked to provide your 
applet log to the service desk for advanced troubleshooting. The applet log is in the 
following location: C:\Users\<User Name>\AppData\Local\Temp\rss_applet.log 
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11 Supporting Documentation 

A. Verifying Versions of IE, JRE, and ActivClient 

Internet Explorer (IE) 

To verify the IE version: 

Press Alt+H on your keyboard and click About Internet Explorer. The version number 
appears beside “Internet Explorer.” 

Java Runtime Environment (JRE) 

To verify the JRE version: 
1. Click Start and select Control Panel. 

2. In the upper-right corner, select Small icons in the View by: drop-down menu. 

3. Click Java. 

4. Under the General tab, click About. The version number displays in the “About 

Java” window. 
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Major Version= 10 or later 
Minor Version= 0 or later 
Service Pack= 0 

·· LIBRARY VERSION·· 

Mini Driver Library: 
Name: ac. scapi.scmd.dll 
Version: 7 · 1-0-137 
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:E • 
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ActivClient 

To verify the ActivClient version: 

1. Click Start and select All Programs. 

2. Navigate to the ActivIdentity>ActivClient and select User Console. 

3. In the "ActivClient" window, click Help and select About ActivClient. The 
version number displays in the "Major Version" section. 

B. Verifying Bit Versions of IE, JRE, and ActivClient 

Internet Explorer (IE) 

To verify the bit version of IE: 
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1. Press Ctrl+Alt+Delete on your keyboard. 

2. Click Start Task Manager. 

3. In the "Task Manager" window, click the Processes tab. 

Locate “iexplore.exe” in the Image Name column. The 64-bit version of IE will appear as 
iexplore.exe; the 32-bit version of IE will appear as iexplore.exe *32. 

Java Runtime Environment (JRE) 

To verify the bit version of JRE: 

1. Click Start and select Control Panel. 

2. In the upper-right corner, select Small icons in the View by: drop-down 

menu. 

3. Locate "Java". The number that appears indicates the bit version. 
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ActivClient 

To verify the bit version of ActivClient: 

1. Click Start and select All Programs. 
2. Navigate to the ActivIdentity>ActivClient and select User Console. 
3. In the "ActivClient" window, click Help and select About ActivClient. The 64-bit 

version of ActivClient will appear as x64; the 32-bit version of ActivClient will 

appear as (). 
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	1 
	1 
	Why is the PIV Authentication certificate required? 

	The Under Secretary of Defense for Personnel and Readiness and the DoD Chief Information Officer (CIO) will mandate that all DoD Components transition NIPRNet PKI-enabled IT resources use the PIV Auth certificate for authentication. While new CACs issued since February 2018 have the PIV Auth certificate activated, older CACs might not have that PIV Auth certificate activated. The RAPIDS self-service portal (RSS) provides for this capability. ID Card Office Online (IDCO) is also an acronym for the RAPIDS sel
	Note – RSS and IDCO acronyms are used interchangeably. 

	2 The PIV Authentication Certificate Activation Process 
	2 The PIV Authentication Certificate Activation Process 
	Being able to use a PIV Auth cert is a two-step process. Activate the PIV Auth certificate using RAPIDS Self Service (RSS), and then make the certificate available to Windows. 
	The RAPIDS Self Service portal has many features and capabilities but has two different options for activating the PIV Auth certificate. This document is about using that new capability. 

	3 
	3 
	System Requirements 

	To take advantage of thethat RSS-IDCO provides to Sponsors and family members, your computer must meet the following minimum system requirements: 
	 time-saving benefits 

	 Installed Browser and Programs: Your computer must have the following installed to run RSS-IDCO. See to determine which versions are installed on your computer: 
	Verifying Versions of IE, JRE, and ActivClient 

	‒Internet Explorer (IE) 7 or higher (IE 11 is current), 
	‒Java Runtime Environment (JRE) (1.7.151-b33 or 1.8.144 or higher, version 8 update 201 is current) 
	‒ActivClient (we recommend version 7.1.0.190 + FIXS1711008 ), please note that older versions than 7.1x have reached end-of-life and are no longer supported by HID 
	or higher

	 
	 
	 
	Bit Versions: IE, JRE, and ActivClient must be the same bit version (all 32-bit or all 64-bit) so that you can perform CAC updates successfully on your computer. See to determine the bit version. 
	Verifying Bit Versions of IE, JRE, and ActivClient 


	 
	 
	Trusted Site: RSS-IDCO must be listed as a Trusted Site so that you can perform CAC transactions online. See for instructions. 
	Adding RSS-IDCO as a Trusted Site 
	Adding RSS-IDCO as a Trusted Site 




	IDCO – PIV Auth Certificate Updates 

	4 
	4 
	Ensure that your computer will trust the websites 

	The new PIV Auth activation capability makes use of some enhanced Java features and 
	we have found that most DoD computers don’t trust the DMDC websites providing the 
	Java application. Although you can set either IE or Java to trust the websites, it is simplest to have Java trust those sites. 
	1) Open the “Control Panel” on your computer and then double-click the Java icon to open the Java Control Panel. 
	P
	Figure

	Figure
	Figure 1 – Java icon in the Control Panel 
	2) On the Java Control Panel, select the “Security” tab. 
	IDCO – PIV Auth Certificate Updates 
	P
	Figure

	Figure
	Figure 2 – The Java Control Panel 
	3) On the Security tab, make sure the following three sites are in the “Exception Site List” area: 
	
	
	
	

	https://www.dmdc.osd.mil 
	https://www.dmdc.osd.mil 
	https://www.dmdc.osd.mil 



	
	
	

	https://pki.dmdc.osd.mil 
	https://pki.dmdc.osd.mil 
	https://pki.dmdc.osd.mil 



	
	
	

	https://idco.dmdc.osd.mil 
	https://idco.dmdc.osd.mil 
	https://idco.dmdc.osd.mil 
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	P
	Figure

	Figure
	Figure 3 – Security tab in the Java Control Panel 
	4) If those three sites are not listed, they will need to be added. Click the “<Edit Site List…>” button. 
	5) Add the three URLs (site addresses) to the Location list, clicking the <Add> button to add each new line in the table. 
	P
	Figure

	Figure
	Figure 4 – Adding sites to the Exception Site List 
	6) Click <OK> once all three site addresses are listed and then click <OK> to close the Java Control Panel. 

	5 
	5 
	Installing the DoD Trust Chain 

	, you will need to install the DoD certificate trust chain as it is not installed by default by Microsoft. You will need it to update your CAC (it should already be installed on your DoD workstation). 
	If you are running IDCO from your home computer

	1) To install this DoD certificate trust chain, go to this location: 
	https://iase.disa.mil/pki
	https://iase.disa.mil/pki
	-

	pke/Pages/tools.aspx 


	2) If you scroll down that page look for a section called ‘Trust Store’. Within Trust Store is a subsection titled ‘InstallRoot 5.2: NIPR Windows Installer’. 
	3) Select the appropriate link on your operating system – either 32-bit Installer, 64bit Installer, or Non Administrator. A file will be downloaded to your local workstation. 
	-

	4) Launch that .msi to install the DoD trust chain. 
	6 
	Verifying ActivClient for the Department of Defense configuration 

	STOP. This is for home use or contractor-owned owned workstations only.  If you 
	IDCO – PIV Auth Certificate Updates 
	are using a DoD government workstation, please skip this section! 
	It is possible your ActivClient is installed in the Federal PIV configuration – if so, you must change this to the Department of Defense configuration. To make this change do the following: 
	1) Launch Control Panel 
	2) Within Control Panel, select Programs and Features 
	Figure
	Figure 5 – Control Panel – Programs and Features 
	3) Select ActivID ActivClient and Change, then Next 
	Figure
	IDCO – PIV Auth Certificate Updates 
	Figure 6 – Change ActivID ActivClient 
	4) Select Modify, then Next 
	P
	Figure

	Figure
	Figure
	Figure 7 – Modify Program 
	5) Under Common Services choose US Department of Defense configuration 
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	Figure
	Figure 8 – US Department of Defense configuration 
	6) Select Install to complete change 
	Figure
	Figure 9 – Install changes 
	Figure 9 – Install changes 
	Figure 9 – Install changes 

	7 1) 
	7 1) 
	Access RAPIDS Self Service portal Ensure that your CAC is inserted into its reader and sign on to the RAPIDS Self Service Portal by going to: https://www.dmdc.osd.mil/self_service/ 
	Access RAPIDS Self Service portal Ensure that your CAC is inserted into its reader and sign on to the RAPIDS Self Service Portal by going to: https://www.dmdc.osd.mil/self_service/ 



	2) When the RSS website opens click the <Sign In> button. Figure 10 – RAPIDS Self Service website 
	3) Accept the DoD Notice and Self-Service Consent by clicking <OK> 
	IDCO – PIV Auth Certificate Updates 
	Figure 11 – Consent to Monitor 
	4) Click the <Login> button. 
	Figure 12 – CAC Login to RSS 
	5) When the dialogue box with your certificates pops us, select the “DoD ID” certificate and click the <OK> button. 
	Figure
	Figure 13 – Selecting ID certificate 
	Figure 13 – Selecting ID certificate 


	6) Once the RAPIDS Self-Service webpage opens for you, select the “<Activate PIV certificate>”. 
	P
	Figure

	Figure
	Figure 14 – Select the correct CAC and click “Activate PIV Certificate” 
	7) Once you click “Activate PIV certificate” you will get a confirmation screen. Click the 
	<Proceed> button. Figure 15 – Ready to activate the PIV Auth certificate 
	The Java applet will read the CAC. 
	Figure 16 – Reading data from the CAC – 0% 
	8) The Java applet from the DMDC ID Card office software will appear and ask for confirmation to execute the applet. If you plan to use IDCO again you can select the ‘Do not show again’ button from the dialog display. 
	Figure
	Figure 17 – Accepting the Java applet 
	Figure 17 – Accepting the Java applet 


	Click "<Run>". to continue when you get the pop-up screen. 
	Once the Java applet executes, the portal will verify that you want to expose the PIV certificate and update the CAC. 
	Figure
	Figure 18 – Update Confirmation 
	Figure 18 – Update Confirmation 


	9) DO NOT REMOVE THE CARD FROM THE READER. It can sometimes take a few minutes for the application to read all the details and then updated the CAC, exposing the certification. Be patient. 
	Figure
	Figure 19 – Starting PIV Activation request to Post Issuance Portal 
	Figure 19 – Starting PIV Activation request to Post Issuance Portal 


	The application will walk through the process, contacting the portals necessary to complete the process. 
	Figure 20 – Request to the LCM User Portal 
	There may be occasions when you will need to re-enter your PIN for your CAC. This is normal but be careful as the PIN entry popup will ‘lose focus’ during the PIN entry process and you might need to click within the PIN entry box multiple times before completing your PIN entry. 
	Figure
	Figure 21 – Enter CAC PIN 
	Figure 21 – Enter CAC PIN 


	The application will continue and will activate your PIV Authentication certificate. 
	Figure
	Figure 22 – Activating PIV Authentication Certificate 
	Figure 22 – Activating PIV Authentication Certificate 


	10) The application will continue and will complete the activation of your PIV Authentication certificate. When finished, it will notify you that the update is complete. 
	Figure
	Figure 23 – Update Complete 
	Figure 23 – Update Complete 


	11) Once the CAC update is complete, click on the Home button 
	NOTE: If the “Activate PIV Authentication Certificate” update process failed to run, or the update failed, the user will need to visit their local Defense Enrollment Eligibility Reporting System/RAPIDS (DEERS/RAPIDS) office to obtain a new CAC because the current CAC is too old and does not contain the PIV Auth certificate. 
	IDCO – PIV Auth Certificate Updates 
	8 Confirmation 
	8 Confirmation 
	1) Open by double clicking the CAC icon in the system tray (bottom right corner of the screen). 
	ActivClient 

	Figure
	Figure 24 – Launching ActivClient 
	Figure 24 – Launching ActivClient 


	2) Now, double click <My Certificates>. 
	Figure 25 – Opening My Certificates 
	3) Ensure that four certificates are displayed like below: 
	P
	Figure

	Figure
	Figure 26 – Verifying all four certificates are visible 
	NOTE: If the Authentication Certificate is not displayed in this step, activation failed. The user will need to visit their local DEERS/RAPIDS office to obtain a new Common Access Card because the CAC is too old and/or does not contain the PIV Auth certificate. 

	9 What can be done to make the PIV Authentication 
	9 What can be done to make the PIV Authentication 
	requirement “go away”? 
	requirement “go away”? 

	You can’t. The important phrase to understand is “Once PIV Auth, always PIV Auth”. Once an individual is required to use the PIV Authentication certificate to authenticate to enterprise services provided by DISA, the user will always be required to use the PIV Authentication certificate, even after they only have one CAC. The enterprise system can identify when a duplicate entry exists, and so both records are changed from using the email certificate to using the PIV Authentication certificate (because the 
	10 
	Applet Log 

	If you encounter issues during your CAC update you might be asked to provide your applet log to the service desk for advanced troubleshooting. The applet log is in the following location: C:\Users\<User Name>\AppData\Local\Temp\rss_applet.log 
	11 
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	Supporting Documentation 

	A. Verifying Versions of IE, JRE, and ActivClient 
	Internet Explorer (IE) 
	Internet Explorer (IE) 

	To verify the IE version: 
	Press Alt+H on your keyboard and click About Internet Explorer. The version number appears beside “Internet Explorer.” 
	P
	Figure

	Java Runtime Environment (JRE) 
	Java Runtime Environment (JRE) 

	To verify the JRE version: 
	1. 
	1. 
	1. 
	Click Start and select Control Panel. 

	2. 
	2. 
	In the upper-right corner, select Small icons in the View by: drop-down menu. 

	3. 
	3. 
	Click Java. 

	4. 
	4. 
	Under the General tab, click About. The version number displays in the “About Java” window. 


	Figure
	ActivClient 
	To verify the ActivClient version: 
	1. 
	1. 
	1. 
	Click Start and select All Programs. 

	2. 
	2. 
	Navigate to the ActivIdentity>ActivClient and select User Console. 

	3. 
	3. 
	In the "ActivClient" window, click Help and select About ActivClient. The version number displays in the "Major Version" section. 


	Figure
	B. Verifying Bit Versions of IE, JRE, and ActivClient 
	Internet Explorer (IE) 
	Internet Explorer (IE) 

	To verify the bit version of IE: 
	1. 
	1. 
	1. 
	Press Ctrl+Alt+Delete on your keyboard. 

	2. 
	2. 
	Click Start Task Manager. 

	3. 
	3. 
	In the "Task Manager" window, click the Processes tab. 


	Locate “iexplore.exe” in the Image Name column. The 64-bit version of IE will appear as iexplore.exe; the 32-bit version of IE will appear as iexplore.exe *32. 
	P
	Figure

	Java Runtime Environment (JRE) 
	Java Runtime Environment (JRE) 

	To verify the bit version of JRE: 
	1. 
	1. 
	1. 
	Click Start and select Control Panel. 

	2. 
	2. 
	In the upper-right corner, select Small icons in the View by: drop-down menu. 

	3. 
	3. 
	Locate "Java". The number that appears indicates the bit version. 
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	ActivClient 
	To verify the bit version of ActivClient: 
	1. 
	1. 
	1. 
	Click Start and select All Programs. 

	2. 
	2. 
	Navigate to the ActivIdentity>ActivClient and select User Console. 

	3. 
	3. 
	In the "ActivClient" window, click Help and select About ActivClient. The 64-bit version of ActivClient will appear as x64; the 32-bit version of ActivClient will appear as (). 










